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Abstract

Nowadays, smartphones have provided conveniences to users and, therefore, have gained
popularity around the globe. It cannot be denied that they have also become a part of
everyday's life. It is, therefore, inevitable that smartphones, especially those with Android, are
now targets for attackers. Android smartphones are now facing with various types of malware and
viruses, which can affect the users and their privacy of information. This paper discusses methods

of detecting behaviours of malware, describes the characteristics of malware and how each type
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of malware can be detected by user's own observations. Moreover, the paper also introduces

ways of using Android smartphones so that the risk of the infected can be miticated.
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