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Abstract
Internet banking is financial transaction management system that commercial banks in

Thailand have employed to facilitate the majority of their customers especially personal
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customer. However, the service can be insecure from threats such as phishing or authentication
attack. The objective of this paper is to present the security methods of Thailand’s internet
banking for personal customer perspective. This paper investigates how the Thai commercial
banks deal with internet banking threat problems. The banks studied include Bangkok Bank Public
Company Limited, Krung Thai Bank Public Company Limited, Bank of Ayudhya Public Company
Limited, Kasikorn Bank Public Company Limited, TMB Bank Public Company Limited, and Siam
Commercial Bank Public Company Limited. The studies reveal that six methods for internet
banking security currently used are SSL, Digital Certificate, CAPTCHA, Username and Password,
OTP and Two-Factor Authentication. The paper also discusses how each threat occurs, how each
method works, how each method prevents and solves the individual threat as well as the

guidance for internet banking users.

Keywords: internet banking; SSL; digital certificate; CAPTCHA; username and password; OTP; two-

factor authentication
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) Gimmy CAPTCHA
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o
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‘ ®e CAPTCHA

3UN 4 79819 CAPTCHA Wuusnystonudnynizsing 9

f) reCAPTCHA

sUN 4 1Jun1sdausnIndlagng

Weddnvae Tag (1) Gimmy
CAPTCHA L“ﬂuqmwﬂ 5| 999 CAPTCHA qzins

189 CAPTCHA

fmuadonulidiviundwdlildausey
Yomr1uu19dIu Feazerndonsiilusunsy
poufimeszALIA uifevenAuiigldouy
seutenuliigndeuiu [25]  (u) CAPTCHA

based on image hiding \Uuni1sdeualuanii
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4.23 CAPTCHA ansalaulaufain
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fimun133UuULYes CAPTCHA Tngawsjaluiinuy

gnwiteny mudiegslugun 4 deluil

0123456789

9) CAPTCHA based on image hiding

4) Fedora CAPTCHA

ATNTIE FIABUNILADS VL UDWFULRNIZAIN W#

' v
[

g Yeanwzl

kYl

uywdazneniududeyaiigndous
munzauiuiuusiges Intemet

[25] (A) reCAPTCHA 1f1 CAPTCHA fifldana1u 2

Explorer

4 wagnnusadnn nlidaded naudunsilides
nsagnabitugiUgymnisaent Gedadundey
1dfulagnaly [26] wag (3) Fedora CAPTCHA g

Jumsuansdaoudliglddiiunisaunin
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O fehvhilyiaasiiEnuunmihm/dsiulsdnnms
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n) nsudafeuFuilvlesurnisinenidivdgdn

gudeyaniinsuiinseteivledniidnvazes

v
o

uga uivalignudeyatuldlogiudeyanansiild
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Sy wagisaoauuudasann (heuristic) 1Ju
FBnnsiordeteyanarsfuinusznouiu iteld
AoNTmDSMUIRAAT UL U Ng Ans Tl
Hunislaufiszuuneufiames sadinisiaueds
Auranfionsraduilvdanansgunuy 1y n13
mw%’u?\lﬁﬁﬁawé’ﬂmﬂ%‘&luimmm%a
ARURNLABS (machine learning) Fannsmnaes
wulnvnaalaseUrglssainivion (neural
network) azgaeiinanuansalunsnsadule
Ay [29] wardmdunisUasuBumesiinuuiAig
fu suAsildudaioulfignéilinsu dusu

Aegnslugun 5

fptin wiieevasnale 11 dguisy 2556

na (UBIvUY)

warndnl | @ adn

3 WHnsonwoilwadnd WHaaks

2) prsudufoutTuilvdesuinisnansinesnda (i)

a o | v A 2 a A
g‘iJ‘VI 5 $19819N1THALADUIUNUTVIVDITUIANT

SUN 5 $298719N15HALABUNITNU

Y

U Audavassuinis Tae (n) Wuvessuiansine

& o w

Wdwd 3779 (Wrvw) @ () Wuveasuians
nanstne 910m (Wrvw)
(2) Brute force attack Bungd N3

Taudgldanuniinisldsianiuine vieamails

150
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(3) nslanf@aay Trojan horse [30]
Tuusafurdosneufiunesveslfnuetansing

ARealUsknsudedn1swElasIvalusunsy
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TUSUATH SINTINITANRUATHANIY AABAIUATT
WasusiaruegJuszzfozdiananudedls

4.2.5 M3lU3N1g OTP lnalaniy SMS

OTP Aanunsagnlanfanglivszasdiviesind
Haymlunsldonls deheehwioluil

(1) Mobile phone Trojans [31]
Ju malware floonuuuiitednus SMS OTP
19879 19U The ZITMO (Zeus In the mobile)
Trojans FsiemuuuszuuUfiinig Symbian Tag
93509u0 SMS  WumanIetieldies suleld
Foaruudafdwadeniny wazau SMS Tua3es
18 wavsouildfinisasrany malware iy
syUUURTRNNTEY 19U Window  uag Android
dnAy

(2) SMS delay [32] #ons#t SMS
AR N sAniatn ﬁaﬁawﬁua&jﬁ’wﬂﬁ
Usnslnsdnyt wietladedu wu arumunuues
wiatien1sdeans wasiaaliiluwumee’ [y
Fu Feandretiessunanslulssmannade 8
AUAANIIINIA SMS Azdeddeglduinisniely
517 Fsddennuluisininaiidivunfes
danasian15ngInTsy AeavieadliunssuIunig
Tmisnads

1nfegensland agifiuindgm
fiiadunaunannsdeansidundn ﬁafu;ﬂ%ﬁu
mssyiinsETinsinsslusunsuiinniflnasuiann

wrasnliunlila wagenandnidesnisvingsnssulu
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wazuanINMsidinatianisigad

'
=

nuinunsaeslate Nl Uydnlduaysianiu

Y
3

f

Biometric  laun aveiaile waiuauIHaniu

s2uAu OTP W& Adefidnvasdudn wu
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6 5UTATT WATAITNT 2 azidunisasudiedis
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anudaeniois 6 33 el

9nM13197 1 1 9un15agUiBnns
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o
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1Fusnisdumesidanusrnelanagads wazan

A ] P A a
715199 2 agrulaanandyminaznislanda
Wnduae 9 Ui Tunstesiunazundam dwmsu
Hlduazieslinusednse adausnisidnldau
Vvled ladldauinSeateansisuy (public
network) 7ldfins$nwianulasnsds swaniu

UsNMLYesege@Ele saudeseinsyislunisld

sriasudlduszuume dusuiasgliuing
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Wukuinisusenaunisiaiuianuvasnselyny

USN5BUMO SR UIANUBITUIAISNIEIE LA

A1519 1 NsSeuisuiSnssneanudasadslunisidusnisdume SiinluasnasuIAsIIEYE lne

o U v
dnsugnAyAna
nauswIAsAYEneNAnY
& & (= S
» . . 5 = = B = |2 |2 - |2 5
Bnrstunisshauvasadelunisldau & & T 2|22 |= 2| g
E 3|23 |8 |2 | E| < £
a ] oL = FS) f., FS) o = e = = = ) =
BumaSLALUIANY z E Z Z Z a2 | T 3| = 53| 8 &
G G [ASY « > « °C 3
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1. SSL
- msldlwslnaea HTTPS v v v v v v
- YUIAVBIN YA 12810n | 1284Um | 256 Un | 128Um | 256U | 128 Um
2. Tususeshanea
-CA ﬁLfJuQ’aaﬂlM%’Uiaﬁ ‘ VeriSign VeriSign ‘ Entrust ‘ Entrust ‘ Entrust | Entrust
3. CAPTCHA
- M3 CAPTCHA wuushustaaulunis
ngsyuy
4. Unydglduwaysviaru
- mslddaydlduagsianuiiowdgseuy ‘ v v ‘ v ‘ v ‘ v ‘ v
5. OTP
- 314 SMS OTP Usgnaun1s9ingsnssu ‘ v v ‘ v ‘ v ‘ v ‘ v
6.  msigainsudmnuieaesade
- m3liUnFglduagsiasinulunsigan
maulunisiingszuuuagld sMs oTp Tu v v v v v v
nsfigaumaulunisvignssy

vanewn : v mneie Sn1sddunis weg - vanede lifinnsddunis
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38n1slaud

dnuwazvaslaufivaatym

nstasiutaym

dmsudldnu

mstasiutaym

dmsusuansgliusnig

1. NM5lauA SSL

BEAST

- maenen IV wisedndudeyaiidu

dudaglunisidnsia

SSL stripping

- Taufunsnnansmsdeansildlngin
Aoa SSL udvsruliasanisld
Tnslnaea SSL

- ayaeuiuledlday
- Sanduusiwesadinate
- Muwasedeninssnwnany

Uaonde

- MvualiaIasultieuas
samsiaulagld  Tns
Asa HTTPS Feagiinis

Senld SSL

2. Mmslaudlususesidnea

n1sUapNUAaY

Tususes

- mMslgusSMsiaaudes ldaunsa
psvaeuiinNUasnialunisly

usnsla

o o sal
- anvaeulususesvesiulni
Tgau

- swaniuusiwes

- swinsAsin1sUssnald
hardware security module
(HSM) vitesfiusnwnaLa

druilivaonsdy

3. N15lauf CAPTCHA

4
a o

TWsunsupeuiauwes | - nenuvienseinisveseredeya | - Aedswazldonulusunsy - Uuuseuluuvad CAPTCHA
UszanAsny Kldszuu antivirus Wiiusomalulagfiiaundy
4. mslauddnyglduazsiariu

e

- Yapuwlawmithiiuladiiianisulae

Joyadiusveadlda

Brute force attack

- M3fvunsasuvesdliniese

= P
AsAALATELaNALAdE

Trojan horse

- ylagdoyadiumvesldnundids

Joyalugailayi

4
a o

- Andlauazldaulusunsy

antivirus
=3 & 1 k% 1

- asasuiuledingndesieu
Tgau
A v o a v

- \denlgsvanunAamlaenn

a o '

HAZLUAUTNENIUBYNS

aliane

v
o

- syisluanillvanuazinga

TUsunsuannuvasilauniete

= v & o 1o
- UITUUNTIALNUINANIUN

Uaeady 19U Salted hash

5. Mslaud OTP

Mobile phone

Trojan

v

- Sudstoya OTP ladnlusl® sauds

luedeyalulnsini

SMS delay

- P9y OTP wndeandwinlsinisyia

§3N5TUARTA

- sedmseTalunisanvluanuay
fnsslusunsululnsdninnmn
a  a °
- vidnidganisvigsnssuly
| Ao v &
Frnmndgldnueietiy

PUIUY

- finsasnelaznsiadausia
OTP Menfusaniaaldanu
Y
Uudwisely
- 1438 sasnesia OTP 7
138031 time-based OTP
(TOTP)

6. Mslaudnsiigainsuimnuisaestade

AslanEREg MITM

e phishing

. o e
dusuns T

Kluagsiianiu

iy OTP

~ afinunsiuluiusesiiaies
Al Tdniduledvasnads
sluedoya uazvnensdeansieya
OTP

=3 L v '
- GITJR]EEJUL’JUISUWJ’]QﬂMENﬂE]u

Tgau

- d1I5N1INTIVERUAIAUNIEDY
19 (mutual authentication)

wszandly
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Sumasilauusdnsdmsugnatynaaa
iWielAiAnanusiulalunislduinisuayli
Alfanulddanuszdasy Tefagldhaueuuimialy
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Uszarun1ssnerninusiunslasniossuy
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internet temporary files uag history BRRIVAENS
naan13lgau

(2) wandBINTINgINTIININSEUTIY
gunsaifiiun1sAnudasseuuUjianas
(jailbreak)

(3) wanidesnsld wiri - Aliddnuielsl
sula

(4) Andalusunsy antivirus  LAZSWLAN
ariiaue

(5)

version Tneanun Fediulngjavasounquianis

gmamAIvuTIiEes nnasuiled

Shwanuvaeadelugduuulminnlvioy siuis
wandsansliivuswesildanisansivdeu
Tususesidneals

(6) vandpenisativan Aasslusunsa
anurasiiliundede wiedalwduuuiiundy
§Lméﬁ1ﬂ§ﬁm

(7) Aasus address (URL) tluledsunnng

Mufnewnase waglinisld ink  Muuvuidiu

g
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(11) wnandgansladnaglduag a1

o

YpIUsNsdumasiinLusAnamilounu T Iy

v Y

wagswanuveUsnIsHIuBumesiindy 9 wu
WBmsteveaudriudumesiin
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17) denuduleduasuvessunsTisu
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(200 udssuransviuinglduinistiym
nsldau warUfURauduugdnfuiuain
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